International Journal of Innovations in Engineering and Technology (IJIET)

Design of an Effective Substitution Cipher
Algorithm for Information Security
using Fuzzy Logic
Sojwal S. Kulkarni
alias R.M. Jogdand
Associate Professor Department of Computer Science & Engineering
GIT, Belgaum

Dr. H.M.Rai
Ex-Professor- National Institute of Technology, Kurukshetra
Dr. Sanjay Singla
Associate. Professor, OITM, Hisar

Abstract :- The combination of cryptography and fuzzy logic has emerged as a promising component of information
security. Acknowledge based model is introduced in the information security. This method includes a substitution
cipher known as polyalphabetic cipher. The information that is trying to send is including the text that is alphabets.
The existing Substitution cipher known as Vigenere cipher algorithm become impractical when we encounter with
number of repeated ciphertext. So as to overcome this, a knowledge based model is constructed by using Fuzzy Logic.
And a cipher text is generated which is close to the ideal line so that we have the frequencies of all alphabets equal or
very close to each other then it would be impossible for an attacker to proceed with the frequency attack.
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I .INTRODUCTION
An Information security means protecting information and Information system from unauthorized
access, use, disclosure, disruption, modification or destruction. An important aspect of Information security and
risk management [14] is recognizing the value of Information and defining appropriate procedure and protection
required for the information. Not all information is equal and so not all information required the same degree of
protection. And it is closely related to the disciplines of cryptology and cryptanalysis. The main objective of the
modern cryptography concerns itself with the following four objects i.e. Confidential, Integrity, Authentication
and Non repudiation.
Hacking of the information is widely considered as one of the potential attacks on any secure system.
So we have to secure the system from such type of vulnerabilities.
As substitution cipher has the disadvantage, so as to overcome this we are using Fuzzy logic in our
paper to improve this. Fuzzy logic is the branch of logic in which the truth value of a logical proposition (or set
membership) is represented as a real value on unit interval [0, 1]. Fuzzy logic provides means to represent
approximate knowledge. It is a logic that arrives at a definite conclusion based on vague, ambiguous, or
imprecise input information. When applying mathematical concepts to our daily lives, it is often difficult to
adhere to the logical constraints of traditional set theory because of the vagueness of the real world. The logic
enables an object to belong to a set with a certain degree; unlike traditional logic it addresses the complexity of
the world. It also can be used practically to aid systems in decision making.
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Figure 1.Fuzzy Systems

A. Fuzzy Logic in Cryptography:
Fuzzy logic[10][2] is a form of multi-valued logic derived from fuzzy set theory to deal with reasoning
that is appropriate rather than precise. As mentioned above that the existing cipher has the disadvantage of
frequency attack so here Fuzzy logic is used to generate the knowledge based model with the help of this a
fuzzy encryption table is created by using this cipher text is generated which is close to the ideal line so that we
have the frequencies of all alphabets equal or very close to each other then it would be impossible for an
attacker to proceed with the frequency attack. Here the attempt has made to make the cipher more secure with
the help of Fuzzy logic
II. BACKGROUND
Simple substitution cipher is a well-known crypto-system. It is the simplest form of substitution
ciphers. Each symbol in the plaintext maps to a different symbol in the cipher text.
The existing Substitution Cipher Algorithm [17] is practically vulnerable to a technique known as
frequency analysis. There are different Substitution cipher techniques are existing now such as- Ceaser cipher,
Monoalphabetic cipher, Playfair cipher, Hill cipher. These all ciphers have their own disadvantages. To improve
the monoalphabetic substitution cipher Polyalphabetic cipher is used. In this we are focusing on Vigenere
cipher. However one can still use frequency analysis to crack the cipher if the message is long enough that is
this becomes impractical when we encountered with repeated cipher text. Simple substitution cipher that makes
it relatively easy to crypt analyze, is that the language statistics remain unchanged by the encryption process and
hence frequency analysis presents a basic tool for breaking ciphers[13] and also some of the genetic
algorithms[15] are used to crack the polyalphabetic ciphers. So as to overcome this we have to design a system
which should withstand these types of attacks.
III. FREQUENCY ANALYSIS
In frequency attack [17] if the attacker knows the nature of the plain text (e.g.: non-compressed English
text), then the analyst can exploit the regularities of the language.

Figure 2. Bar chart: of relative frequencies
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To see how such an attack might proceed, we give a partial example here. The cipher text to be solved is:
UZQSOVUOHZMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ
The relative frequencies of the letters in the cipher text (in percentages) are as follows:

Table 1: Relative frequencies of the letters in the cipher text (in percentages)

Comparing this breakdown with fig, it seems likely that cipher letters P and Z are the equivalents of plain letters
e and t, but it is not certain which is which. The letters S, U, O, M, and H are all of relatively high frequency and
probably correspond to plain letters the set {a, h, i, n, o, r, s}. The letters with the lowest frequencies (namely,
A, B, G, Y, I, J) are likely included in the set {b, j, k, q, v, x, z}. There are a number of ways to proceed at this
point. The attacker could make some tentative assignments and start to fill in the plain text to see if it looks like
a reasonable skeleton of a message. A more systematic approach is to look for other regularities. For example,
certain words may be known to be in the text. Ideally if we have the frequencies of all alphabets equal or very
close to each other then it would be impossible for an attacker to proceed with the frequency attack.

IV. SYSTEM ARCHITECTURE

Figure 3. Functional Block Diagram

The original intelligible message or data that is fed into the algorithm as input. The secret key is also input to the
encryption algorithm. The key is a value independent of the plaintext. The algorithm will produce a different
output depending upon a specific key being used at the time. The exact substitutions and transformations
performed by the algorithm i.e. using fuzzy encryption table. Then we get a ciphertext this is the scrambled
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message produced as the output. It depends on the plaintext and the secret key. For a given message, two
different keys will produce two different cipher texts. The cipher text is an apparently random stream of data
and, as it stands, is unintelligible. This is send to the other side and is decrypted by using fuzzy decryption table.
A.Creating Fuzzy Knowledge based model:
Create a Fuzzy knowledgebase which uses the frequency of alphabets appearing in the plain text and
assign some predefined values. The entries inside the table are rule based which are found by writing 60
different rules that gives Fuzzy values. This can be done by using Fuzzy Inference System (FIS).

(Table 2: Fuzzy Knowledgebase)

B.Generation of Tables:
Generation of Encryption Table:
The Encryption table is a 26x26 integer matrix. Here each row is a mono-alphabetic cipher independent
from the other rows and the column number represents the alphabet to be encrypted. Each row has values from 1
to 26 without repetition. The condition used to generate table is that each number occupies different positions in
different rows (The most basic rules of Sudoku).
Generation of Decryption Table:
The Decryption table is also a 26x26 matrix. It satisfies all the conditions of the encryption table. Here
the mono-alphabetic cipher decryption technique is used.
V. DESIGN AND IMPLEMENTATION
Fuzzy logic incorporates a simple, rule-based IF X AND Y THEN Z approach to a solving control
problem rather than attempting to model a system mathematically. The fuzzy logic model is empirically-based,
relying on an operator's experience rather than their technical understanding of the system. These terms are
imprecise and yet very descriptive of what must actually happen. The design is based on Mamdani-style
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inference system which is present in Fuzzy Inference system(FIS).It is very good for the representation of
human reasoning and effective analysis. The implementation is done using MATLAB fuzzy logic tools. Fuzzy
inference is the process of formulating the mapping from a given input to an output using fuzzy logic. The
mapping then provides a basis from which decisions can be made, or patterns discerned. The process of fuzzy
inference involves all of the pieces that are: Membership Functions, Logical Operations, and If- Then Rules.

Figure 4. FIS Editor

A. FIS Editor (Figure 4):
This is the window through which a new FIS type with any particular model can be selected, variable
can be added, and input or output variable names can be changed. In this case, the chosen model is Mamdani.
Fuzzy inference systems have been successfully applied in fields such as automatic control, data
classification, decision analysis, expert systems, and computer vision. Because of its multidisciplinary nature,
fuzzy inference systems are associated with a number of names, such as fuzzy-rule-based systems, fuzzy expert
systems, fuzzy modeling, fuzzy associative memory, fuzzy logic controllers, and simply (and ambiguously)
fuzzy systems.

Vol. 1 Issue 2 August 2012

54

ISSN: 2319 – 1058

International Journal of Innovations in Engineering and Technology (IJIET)

VI. RESULT

Figure 5. Encrypted Plain text with fuzzy and without fuzzy

The graph shown in figure 5 indicates the frequencies of each alphabet in various cases. Here the
frequency range is from 0-140. The graph is plotted for frequency of occurrence of alphabets versus alphabets
present in the text. The first graph shows the plaintext which is in blue and the second which is in green shows
with fuzzy logic, the frequency distribution of alphabets in this case is less as compare to the plain text and also
the algorithm which is generated without using fuzzy logic. The plaintext which is encrypted with Fuzzy logic is
different from the original one. The third which is in red is without using fuzzy logic that is occurring somewhat
same as that of original.
The result table in Table 3 contains the frequency distribution of plain text and cipher text with fuzzy
logic and without fuzzy logic. The plaintext is ranging from 4-98. Next the cipher text is generated by using
fuzzy as shown in graph it is different from the plaintext it is ranging from 0- 47 in this case. Here this we have
done in MATLAB so the range for ciphertext it is taking automatically i.e. after encryption some of the letters
frequencies are doubled. And the cipher text frequency which is for without fuzzy is ranging 0-132.
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Table 3. Result 1

Table 4. Result 2
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VII. CONCLUSION
With the need for information security in today’s world the importance of such encryption algorithms
has increased tremendously. So we developed an algorithm which could withstand most of the cryptanalytic
attacks. For encryption we used fuzzy logic, by creating a fuzzy encryption table, thus making it robust against
cryptanalysis attacks. The frequency distribution range that we are getting by using fuzzy logic which is shown
in result tables is good as compare to the frequency distribution of the plain text and also with the algorithm
which is generated by without using fuzzy logic. The brute force attack on this algorithm seems to be
impossible. Also in case of frequency attacks our results were very close to the ideal one, thus making it
susceptible to frequency attacks of any kind.
VIII. FUTURE WORK
The Fuzzy logic in that the knowledge based model has now generated the cipher text which is
susceptible to most of the cryptanalytic attack, then our future work will be to apply this model for sending
images securely and also for different languages.
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