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Abstract- Business entities today exist in a highly competitive world. Internet banking has now become a global
phenomenon. Almost every banking institution all over the world has embraced this technological system of banking due
to the numerous benefits it brings, both to the banks themselves and their clients or customers notable among them are
convenience and time-saving in doing transactions.
The Internet is now being considered as a strategic weapon and will revolutionize the way banks operate, deliver, and
compete against one another, especially when competitive advantages of traditional branch networks are eroding rapidly.
And yet, the threats of disaster, on account of business interruption, are not extinct – in fact, they have also evolved along
with the technology. Business interruption does happen – but what is of significance is, how much of the consequences of
such interruptions can the business afford. Business Continuity Planning is the act of
proactively working out a way to prevent, if possible, and manage the consequences of a disaster, limiting it to the extent
that a business can afford.
This paper presents the preliminary findings of a research study to identify the essential ingredients of successful BCM
implementation based on experiences of banks in India. The paper outlines the business continuity planning as a
methodology that could be used by organizations in order to reduce the risks that occur both at the organizational level
and in its outside environment. There are presented the main objectives and steps in business continuity planning process.
In the end of the paper are presented some issues that organizations should take into consideration in the implementation
of business continuity planning process projects.
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I. INTRODUCTION
The term “e-Business” has a very broad application and means different things to different people. Furthermore, its
relation with e-commerce is at the source of many disagreements. (Melão, 2008) Some authors view e-Business as
the evolution of e- commerce from the buying and selling over the Internet, and argue that the former is a subset of

the latter.
Continuing technological innovation and competition among existing banking organizations and new market
entrants has allowed for a much wider array of electronic banking products and services for retail and wholesale
banking customers. These include traditional activities such as accessing financial information, obtaining loans and
opening deposit accounts, as well as relatively new products and services such as electronic bill payment services,
personalized financial “portals,” account aggregation and business-to-business market places and exchanges.
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But any type of e-business interruptions can occur anywhere, anytime. Massive hurricanes, tsunamis, power outages,
terrorist bombings and more have made recent headlines. It is impossible to predict what may strike when. In today's
24x7x365 world, it has become mandatory to prepare for such disaster scenarios. Under this circumstance and with
the ever increasing dependence on banks for both electronic and traditional banking services, it has become almost
mandatory for the banking industry to plan for 'Business Continuity'(BCP).
Most organizations, including banks, nowadays depend on the information technology (IT) on their key business
functions. In fact, IT is considered "a vital component for conducting business" (Jacques & Rossouw, 2004). Using
simple logic, the value of the IT services for an organization can be known by understanding the impact on the
business in case of failure in IT systems. Consequently, upon this understanding, organization management
undertakes the right actions to ensure the continuity of information technology services (John R. Harrald, 1999).
II. DR AND BCP
With the ever increasing dependence on banks for both electronic and traditional banking services, it has become
almost mandatory for the banking industry to plan for 'Business Continuity.

Fig 1: Costs of DRP/BCP

It may sound cliché to mention that much of the commercial activity that we see today is dependent on banks.
Banks, in turn, have turned to increasingly complex technology and business models to deliver the services expected
in this age of boundary less commerce.
Sophisticated and interconnected Automated Teller Machine (ATM) networks, Tele-banking, Core Banking
Solutions and Internet Banking Solutions for seamless customer access are but some of technologies currently
deployed. Add to this, the ever expanding branch network to provide banking services in semi-urban and rural areas
in India. With this background in mind, it is indeed worrying to imagine a scenario where a disaster may render a
bank inoperative for an extended period of time. From Fig 1. It is imperative that the costs of operation only
increases by not having a proper BCP/DRP in place. The floods in Mumbai brought to fore one such concern for
banks. Bank ATM terminals are
typically located on the ground floor of premises with the backup power generator being located in the basement.
The unprecedented floods of July 2005 made all such ATMs non-functional. In such crisis situations, lack of access
to financial resources could have severe repercussions. Without these resources, organizations and individuals would
find it daunting to take measures to recover from the disaster. This would compound the already difficult situation
being faced and could lead to anarchy and situations like run on banks.
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Business continuity (BC) in IT has been of interest to many IT professionals. It is a very big subject and many
studies have been conducted to address different aspects of it (Wing S. Chow, 2000). Some researches focused on
the high level planning and management side of it which led to introducing processes inside the organizations such
as business continuity management (BCM) and business continuity planning (BCP) processes. Others focused on the
technical part of it which led to introducing technical business continuity solutions such as fault-tolerant systems and
data replication solutions.
Business Continuity Planning (BCP) lifecycle is an iterative continuous process that involves business risk and
impact analysis, preparation of required emergency procedures, testing and auditing recovery procedures, staff
training and awareness of recovery procedures, and maintenance of the business continuity plan (Mick Savage,
2002). The purpose of the BCP is to keep organization business running. This is achieved by creating a plan that
addresses how the recovery of key business functions will be in case of incident or a disaster.
III. RISK ASSESSMENT
Risk assessment is the exercise of identifying and analyzing the potential vulnerabilities and threats. The sources of
risks could be:
community-wide hazardous events
accidents or sabotage causing extreme material disaster
security threats, network and communication failures
disastrous application errors
Each of these areas should be looked at in the light of the business and the exact possible source located. For each
source identified:
the magnitude of the risk and
the probability of its occurrence
must be evaluated to judge the extent of risk exposure. Risk exposure is the easiest way to know how much attention
needs to be paid to a source of risk.
Planning is done for both — prevention and control. Accidents and sabotage can be prevented using measures of
physical security and personnel practices. Vulnerability assessment and reviews of existing security measures can
throw up areas where access control, software and data security, or backups are required. Application errors can be
prevented by effective reviews and testing during the software releases.
If needed, the expertise of external agencies can easily be called upon to analyze, devise and put in place some of the
preventive measures. The tougher part is to come up with activities for controlling the effects of disaster, and this
necessitates a detailed business impact analysis. The end result of the Risk Assessment should be a risk-benefit
analysis statement giving the exact threats, and the estimated exposure together with the contingency and mitigation
actions required, and also the benefits arising out of covering the risk. This statement should also delineate any
assumptions or constraints that exist. Often, this exercise will show that the complete physical disaster has a remote
probability of occurring and application crashes, or security break-ins are very frequent.
However, only having a procedure for handling catastrophic disasters without a plan for application failure or vice
versa is not advisable. The solution is to prepare a BCP for the worst-case, i.e., complete destruction of the site
providing the services. Any other outage can then be easily tackled using a sub-set of the main plan.
IV. COMPONENTS OF A TYPICAL SUCCESSFUL E-COMMERCE TRANSACTION LOOP
Common barriers include: unsuitability for the type of business; enabling factors (availability of ICT skills, qualified
personnel, network infrastructure); cost factors (ICT equipment and networks, software and re-organization);
security and trust factors (security and reliability of e-commerce systems, uncertainty of payment methods, legal
frameworks and Intellectual Property Right); and challenges in areas of management skills, technological
capabilities, productivity and competitiveness (OECD, 2004). Lack of reliable trust and redress systems and crosscountry legal and regulatory differences also impede e-business adoption (OECD, 2004).
It is however important to note that barriers to e-Business adoption work differently according to organizational type
and culture. Areas of training and people development need to be addressed. (Aranda-Mena and Stewart, 2005).
E-commerce does not refer merely to a firm putting up a Web site for the purpose of selling goods to buyers over the
Internet. For e-commerce to be a competitive alternative to traditional commercial transactions and for a firm to
maximize the benefits of e-commerce, a number of technical as well as enabling issues have to be considered.
A typical e-commerce transaction loop involves the following major players and corresponding requisites:
The Seller should have the following components:
x A corporate Web site with e-commerce capabilities (e.g., a secure transaction server);
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x
x

A corporate intranet so that orders are processed in an efficient manner; and
IT-literate employees to manage the information flows and maintain the e-commerce system.
Transaction partners include:
x Banking institutions that offer transaction clearing services (e.g., processing credit card payments and
electronic fund transfers);
x National and international freight companies to enable the movement of physical goods within, around and out
of the country. For business-to-consumer transactions, the system must offer a means for cost-efficient
transport of small packages (such that purchasing books over the Internet, for example, is not prohibitively
more expensive than buying from a local store); and
x Authentication authority that serves as a trusted third party to ensure the integrity and security of transactions.
Consumers (in a business-to-consumer transaction) who:
x Form a critical mass of the population with access to the Internet and disposable income enabling widespread
use of credit cards; and
x Possess a mindset for purchasing goods over the Internet rather than by physically inspecting items.
Firms/Businesses (in a business-to-business transaction) that together form a critical mass of companies (especially
within supply chains) with Internet access and the capability to place and take orders over the Internet. Government,
to establish:
x A legal framework governing e-commerce transactions (including electronic documents, signatures, and the
like); and
x Legal institutions that would enforce the legal framework (i.e., laws and regulations) and protect consumers
and businesses from fraud, among others. And finally, the Internet, the successful use of which depends on the
following:
x A robust and reliable Internet infrastructure; and
x A pricing structure that doesn’t penalize consumers for spending time on and buying goods over the Internet
(e.g., a flat monthly charge for both ISP access and local phone calls).
For e-commerce to grow, the above requisites and factors have to be in place. The least developed factor is an
impediment to the increased uptake of e-commerce as a whole. For instance, a country with an excellent Internet
infrastructure will not have high e-commerce figures if banks do not offer support and fulfillment services to ecommerce transactions. In countries that have significant e-commerce figures,a positive feedback loop reinforces
each of these factors.
V. RESULTS
The results of the analysis were organized so that a series of benchmarks could be established (see Table 1). As
mentioned in previous sections, these benchmarks relate to IT disaster recovery planning activities, not parts of
actual plans. They are grouped according to the seven categories of activities, and are summarized on the following
table. The third column on the table indicates the percent of banks which perform each process.
Elements
% Performing Activity
Category

IT Services Identification

68.9%

Prioritizing IT Services

71.1%

Analyzing IT services
Risks to IT Services

Decision Making
Preparing organizational members
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Response Team Training

69.9%

Means of Warning /
75.6%
Communication
Devising means of IT disaster identification
Detection

69.8%

Warning

66.4%

and notification

Recovery Procedures
Developing procedures for restarting systems

Alternative Facilities

Creating a schedule for backup procedures

Selecting offsite storage facilities

Creating maintenance schedules

90.4%

81.1%
93.7%

Portability

83.8%

Offsite Backup Locations

79.4%

Testing and Updating

89.5%

Synchronizing

88.7%

Documentation

87.3%

Table 1 : Results of study
Nearly all banks included in the study meet the IT disaster recovery planning guidelines specified by regulatory
bodies. In general, these requirements may be considered the core-technical elements of IT disaster recovery. They
include activities such as: creating backup copies of data and software, acquiring alternative technologies, and
developing ways of resuming services.
VI. SUMMARY
As per the survey the following factors critical to implement reliable BCM structure and practices .Establish and
nurture partnerships with agencies that work in a collaborative mode in supporting banking operations with
technology.
a) The customers and partners hold an esteem value about the bank and that is not only a catalyst for progress, but
also provides strong support during the phase when the bank is attempting to recover from a disaster.
b)

A wider customer base served with a variety of products and supported on multiple delivery channels ensures
higher degree of continuity, both in terms of operations and preparedness of a bank in dealing with disruptions
in services.

c)

Most banks consider state-of-the-art technology as critical to growth and efficient delivery of service. Some
large banks also do not want to give up manual processing which they consider as the last resort in effecting
transactions during a major discontinuity.
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a)

With regard to the current status of BCM practice, the following are important:
Banks have put together reliable IT Infrastructures to support their operations. These are built using high-end
platforms and proprietary solutions. Certain banks also have custom-built solutions developed by in-house
teams using open-source software to attain vendor independence.

d) All banks that have achieved high degree of computerization have modern central data centers with distant DR
Sites. The DR site utilization percentage was, however, found to vary significantly. Only a few banks are more
regular with putting the actual load on DR Sites frequently.
e)

The composition of teams managing IT in banks is mostly a judicious mix of Banking and Systems
professionals to foster a rich blend of knowledge of banking processes and technology.

f)

The advanced practices of server and storage consolidations to optimize data storage and processing have been
implemented in the banks studied.

g) Security at both database and systems levels has been implemented in most banks using complex and
comprehensive third-party solutions.
h)

The Network and Systems Administration are carried out using remote control solutions ensuring greater
reliability and efficiency.
Most banks have built sufficient redundancy in their information and communication technology components
to ensure a high degree of reliability.
VII..CONCLUSION

Business Continuity Planning is not just relevant for business organizations that offer e-business services using IT and
that handle a lot of data. It is also significant for IT service providers. Their development centres and support units
have a wealth of knowledge and all their past experiences are in the form of sources and documents on the servers and
tape libraries. They have a dual responsibility — to plan for their own continuity, as well as that of their customers.
Planning for continuity is about being safe — safe from the consequences of events that one hopes will never happen;
and the truth is — it is always better to be safe than sorry.
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