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Abstract-In today’s age of information technology secure transmission of information is a big challenge. Traditional 
symmetric and asymmetric methods are not suitable when the needed level of security is high. Hash function based 
systems are although better than traditional methods but are still inadequate in many cases due to their algorithmic 
complexity as they need the invertible functions to generate hashes which are time consuming and complex. Digital 
signature is the new concept in field of cryptography but are much complex in implementation and increase server 
overhead. In present study, a genetic algorithm for cryptography has been proposed to find an optimized solution for a 
problem. In the proposed algorithm, the concept of genetic algorithm has been incorporated within cryptography 
algorithm to get an optimized solution and within minimum possible time. 
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I. INTRODUCTION

Security, integrity, non-repudiation, confidentiality, and authentication services are becoming the most challenging 
issues in today’s age of information technology. For secure communication be mean of electronic cryptography is 
used. Cryptography is concerned with encoding and decoding of information to ensure the security. Cryptographic 
techniques are used to protect individual privacy as well as commercial secrets [2]. Genetic algorithms are based on 
the mechanics of natural selection and natural genetics. Genetic algorithm belongs to the family of evolutionary 
algorithms, along with genetic programming, evolution strategies, and evolutionary programming [19].Genetic 
algorithm considers an optimization problem as the environment where feasible solutions are the individuals living 
in that environment. Degree of adaptation of an individual to its environment is equivalent to the fitness function 
evaluated on a solution [23]. Genetic algorithm begins with a randomly generated set of individuals. Once the initial 
population has been created, the genetic algorithm enters in a loop. Result of each iteration gives a new population is 
produced by applying a certain number of stochastic operators to the previous population. Each such iteration output 
as new generation. An intermediate population of n-parent is created by applying selection operator. To produce 
these parents ‘n’ independent extractions of an individual from the old population is performed. Probability of each 
individual being extracted should be linearly proportional to the fitness of that individual [23]. 
Once the intermediate population of parents is produced, individual for the next generation will be created using 
reproduction operators. These operators can involve one or more parents. An operator that involves just one parent, 
simulating asexual reproduction, is called a mutation operator. When more than one parent is involved, sexual 
reproduction is simulated, and the operator is called recombination. The genetic algorithm uses two reproduction 
operators usually the crossover and mutation [3]. 
After crossover each individual has a small chance of mutation. The purpose of the mutation operator is to simulate 
the effect of transcription errors that can happen with a very low probability when an individual is mutated. A 
standard mutation operator for binary strings is a bit inversion means ‘0’ would mutate into ‘1’ and vice versa. 



Cryptography and cryptanalysis could be considered to meet these criteria. However, cryptanalysis is not closely 
related to the typical genetic algorithm application areas [13]. 

II. OBJECTIVES OF THE STUDY

Study has been carried out with objectives: 
1. To study the Cryptographic Algorithms and Genetic Algorithms. 
2. To design a new Genetic Algorithm for Cryptography. 
3. To analyze the experimental results. 

III. RESEARCH METHODS

Present research is experimental in nature as study has been carried out in simulated environment. In this research 
MATLAB 7.8.0 is used as simulation platform. Security of data sharing over web which has been studied in 
simulated environment. Present study is also analytical as facts have been analyzed to assess its performance and 
throughput of the proposed algorithm. 

IV. DESIGN AND ANALYSIS OF PROPOSED ALGORITHM:
In present section, genetic algorithm of cryptography is proposed. This section also presents the data flow diagram 
for encryption and decryption of data transferred over the web. Genetic algorithms are all about crossover, mutation, 
selection operation and calculating the fitness number using some fitness function. Genetic algorithms are actually 
the optimization algorithms used in artificial intelligent systems. In present study, the concept of genetic algorithms 
has been used in cryptography so as to find an optimized solution within an optimized time. 
4.1 Encryption Process  

Encrypting process emulates the working of the crossover operator using pseudorandom sequence. Steps for the 
data encryption are as follows: 
1. Generate the sequence of pseudorandom binary numbers using the random number generator. 
2. Convert the binary pseudorandom sequence into decimal pseudorandom sequence ranging from 0 to 7 as Yn . 
3. Read 16 consecutive bytes from the data file.  
4. Initialize  l=0 
5. Initialize m=0 
6. Modify the consecutive bytes using byte substitution, as per AES standard.  
7. Take two consecutive bytes of the data stream as  P1 and P2. 
8. Perform crossover on two consecutive bytes of the data stream as Q1 and Q2  by using the number Yi. 
9. Encrypt data as C1 and C2, where, 
Xi = Yi       (Yi  << 4) 
Xi+1 = Yi+1       (Yi+1  << 4) 
C1 = Q1 & Xi  
C2  = Q2 & Xi+1 
10. l= l+2 and  m= m+1 repeat steps 6 to 9 until  l<= 16 
11. Repeat steps 5 to 10 until m<=5 
12. Again perform the byte substitution over the encrypted 16 consecutive bytes. 
13. Repeat steps 3 to 12 until end of the data. 
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Figure 1 Block Diagram of the Proposed Method 

Encryption Module 

Decryption Module

Pseudo Random Binary Sequence Generator  

Original Image 

Decrypted Image

Encrypted Image 



Firstly the original image dimensions will enter into the encryption module as shown in figure 1. Then the proposed 
algorithm will run on that image or dimensions to create an encrypted image dimensions using a key generated by 
pseudorandom binary sequence generator. Then the data is sent over the communication channel in that encrypted 
format so that no third party other than sender and receiver can misuse it. After that at the receiver end the 
decryption module runs over that encrypted format of image using the same key generated by pseudo random binary 
sequence generator and find the original image. Thus the algorithm provides a better idea for secure data 
transmission and communication over web so that no unauthorized person can misuse anyone’s personal data. 
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Figure 2 DFD for Secure Data Transfer over Web 

4.2 Decryption Process:  

Steps for decryption are just reversal of the encryption. First, generate the pseudorandom sequence and then use this 
pseudorandom sequence and crossover operator to decrypt the data.  
4.3 Analysis of Proposed Algorithm:  

Proposed algorithm has been analyzed using two different types of analysis. Analysis has been made by drawing the 
graphs of encrypted and original data dimensions and then comparing them. Secondly the proposed algorithm has 
been analyzed using the time analysis to find the estimated time that the algorithm will take to encrypt or decrypt the 
data. 
4.4 Analysis of the Encryption Process 

In present analysis various images and some textual form of data have been used for analysis purpose. Firstly, 
original image has been plotted and then corresponding encrypted dimensions have been shown using the 
histograms. After that, comparative graph have been plotted to differentiate them. On the horizontal axis of graph 
the individual pixel color values has been shown and on vertical axis the frequency of occurrence of same color 
value in that image has been taken. In textual form data, the horizontal axis shows per byte value of the data and 
vertical axis shows the same. 
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Figure 3 Dimensions of Original Image 

Figure 3 shows the dimensions of the original image which is to be encrypted. The image dimensions are 
calculated by dividing the image colors on basis of bit level gray scale which are shown along horizontal axis. The 
‘0’ value shows darkest means absolute black color and value 255 indicates the brightest color. The vertical axis on 
the graph shows how much the image is found at any particular brightness level. 

Figure 4 Dimensions of Corresponding Encrypted Image 

Figure 4 shows the image color dimensions according to bit level gray scale after the decryption of image 
in 3. The image dimensions are calculated on basis of bit level gray scale where value ‘0’ indicates absolute black 
and 255 indicates absolute white and is taken along horizontal axis. The vertical axis on the graph shows how much 
the  image is found at any particular brightness level means how much pixels of the image have that particular 
brightness level.



Figure 5 Dimensions of Original and Encrypted Image 

The figure 5 shows a comparative graph between the original image dimensions and its corresponding image 
dimensions. The horizontal line on the graph have value scale from 0-255 which shows the brightness level of the 
pixel color and vertical line on the graph shows the frequency of an occurrence of a particular brightness level in an 
image. The dotted line is showing the original image dimensions and the solid line is showing the encrypted image 
dimensions. It can be easily seen from the graph that the encrypted image dimensions are totally different from that 
of original image. 
      It is clear from figures, the encrypted image is nearly uniform and quite different from the original image and 
hence it does not provide any clue to employ any type of statistical attack on the proposed image encryption. 
Without the knowledge of the pseudorandom sequence no one will be able to extract the message.
4.5 Time Analysis of the Encryption 

The speed is an important factor for a good encryption algorithm. The encryption/decryption rate for several gray 
scale images of different size have been measured here. The algorithm speed has been measured for many different 
images of different sizes. The average time taken by the algorithm for different size of images is shown in table 1. 

Image Size (in pixels) Bits/Pixels Average Encryption/Decryption time(in sec) 

128 X 128 8 0.008-0.013 

128 X 128 8 0.010-0.015 

256 X 256 8 0.031-0.035 

256 X 256 8 0.033-0.036 

512 X 512 8 0.071-0.108 

Table 1: Average ciphering speed of gray scale images

        The images of different sizes have been taken for time analysis to measure the time that the algorithm takes to 
encrypt or decrypt an image. The images are defined as 8 bit per pixel. It is found here that the algorithm takes only 
a few milliseconds to encrypt an image of standard size. Thus, the algorithm is much efficient and provides a much 
better throughput. It provides a better solution within the least time. 



V. CONCLUSION

 In present study a cryptographic algorithm has been designed using the concept of genetic algorithms. This 
algorithm enhances the quality, efficiency and effectiveness of the algorithm being used for the cryptography. From 
the experimental results, it can be easily seen that the present algorithm has achieved the objective set in the present 
study. Statistical analysis shows that the dimensions of original data and the encrypted are totally different. Also the 
histogram of the encrypted image is nearly uniform and is quite different from the original image; hence, it does not 
provide any clue to employ any type of statistical attack on the proposed image encryption technique. Time analysis 
results show the throughput rate of the proposed method and it is found that the algorithm gives a much better and 
acceptable throughput rate. The conventional encryption techniques are not a feasible solution in terms of their 
throughput rate. Hence, a secure encryption technique with high throughput has been designed for real time data 
transmission. From experimental results it is clear that the encryption results are completely random and very 
sensitive to the parametric fluctuation that makes transferring of secret information highly safe and highly reliable. 
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