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Abstract-   Cloud computing is a versatile technology for providing computing services by the internet on demand and 
pay per use access to a pool of shared resources like networks, servers, services, storage and applications, without 
acquiring physically . Cloud computing begins from the development of parallel computing, distributed computing, 
shared computing and grid computing. Although the technology and its application are not new, the rising awareness and 
implementations of cloud services and its underlying technologies cause the need for security requirements being up to 
date. Cloud Computing presents an added level of risk because essential services are often outsourced to a third party, 
which makes it harder to maintain data security and privacy, support data and service availability. In this paper, we 
explore the different concepts involved in cloud computing, vulnerabilities in this kind of systems and the most important 
threats found in the literature related to Cloud Computing and its environment as well as to identify and relate 
vulnerabilities and threats with possible solutions.
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I. INTRODUCTION

The term Cloud refers to a Network or Internet. In other words, we can say that Cloud is something, which is 
present at remote location. Cloud can provide services over network, i.e., on public networks or on private networks, 
i.e., WAN, LAN or VPN. Applications such as e-mail, web conferencing, customer relationship management 
(CRM), all run in cloud. Cloud Computing refers to manipulating, configuring, and accessing the applications 
online. It offers online data storage, infrastructure and application. The importance of Cloud Computing is 
increasing. A study by Gartner [1] considered Cloud Computing as the first among the top 10 most important 
technologies and with a better prospect in successive years by companies and organizations. It appears as 
computational paradigms as distribution architecture and its main aim is to provide quick, secure, convenient data 
storage and net computing services, with all computing resources considered as services and delivered over the 
Internet [2, 3]. The cloud enhances collaboration, scalability, availability, ability to adapt to fluctuations according 
to demand, accelerate development work, and provides potential for cost reduction by optimized and efficient 
computing [4-6]. Because Cloud Computing represents are new computing model, there is a great chance of 
uncertainty about how security at all levels like network, host, application, and data levels can be chase and how 
applications security is moved towards Cloud Computing [7]. Security concerns related to risk areas like external 
data storage, dependency on the internet, lack of control, multi-tenancy (user) and integration with internal security. 
Compared to old technologies, the cloud has many specific features, such as its large scale and cloud providers are 
completely distributed, heterogeneous and totally virtualized. Traditional security mechanisms such as identity, 
authentication, and authorization are no longer enough for clouds in their current form [9]. In general cloud 
providers offer three types of services i.e. Software as a Service (SaaS), Platform as a Service (PaaS) and 
Infrastructure as a Service (IaaS). We present here a categorization of security issues for these Cloud Computing 
services focused in the

Identifying the main vulnerabilities and the most important threats in environment. A threat is a potential attack 
that can be a cause of misusing of information or resources, and the term vulnerability refers to the flaws in a system 
that allows an attack to be successful. Here we describe the relationship between vulnerabilities and threats. The 



remainder of the paper is organized as Section 2 presents the analysis of Cloud Computing. Next, in Section 3 we 
define the most important security aspects for each layer of the Cloud model. Finally, we provide some conclusions.

II. OVERVIEW OF CLOUD COMPUTING

A. Definition

Cloud computing is becoming a great deal of attention, both in publications and among users.  Cloud computing 
is a service based on subscription where you can receive networked storage space and computer resources. It allows 
consumers and businesses to use applications without installation and access their personal files at any computer by 
internet access. This technology allows for much more efficient computing by centralizing storage, memory, 
processing and bandwidth. Cloud computing refers to the delivery of computing resources over the Internet. Instead 
of keeping data on your own hard drive or updating applications for your needs, you can use a service over the 
Internet, at another location, to store your information or use its applications. Doing this may give rise to certain 
privacy implications. 

Examples: 
Examples of cloud computing services include online file storage, social networking sites, webmail, and 

online business applications. The cloud computing model allows access to information and computer resources from 
anywhere a network connection is available.
1. A simple example of cloud computing is Yahoo mail, Gmail, or Hotmail and many more. You do not need 
software or a server to use them. All a consumer would need is just an internet connection and you can start sending 
emails. The server and email management software is all on the cloud and is totally managed by the cloud service 
provider like Yeah, Google etc. 
2. When you store your photos online instead of on your home computer, or use webmail or a social networking site, 
you are using a “cloud computing” service.

B. Basic Concepts

There are certain models and services working for making the cloud computing feasible and accessible to end 
users. Following are the models for cloud computing: 
Deployment Models
Service Models
Deployment Models for Clouds

These models define the various types of access to the cloud as how the cloud is located? Cloud may have 
any of these four types of access: Public, Private, Hybrid and Community. 

Public Cloud
The Public Cloud makes services and systems to be easily accessible to the public. This cloud may be less 

secure due to its openness for example- email. This cloud can be accessed by any of the subscriber with an internet 
connection and access to the cloud space. 

Private Cloud 
The Private Cloud makes services and systems to be accessible within an organization. This cloud offers 

increased security because of private nature. 
This type of cloud is established for a specific group or organization and can limits access to that group. 

Community Cloud 
The Community Cloud makes services and systems to be accessible by group of organizations .this cloud is 

shared among two or more organizations that have similar cloud requirements. 

Hybrid Cloud 
The Hybrid Cloud is a combination of public and private cloud. Although, the most critical activities are 

performed using private cloud while the less critical activities are performed by public cloud.
Service Models for Clouds



Service Models are the reference models for the Cloud Computing. These models can be categorized into following 
three basic service models as
Software as a Service (SaaS)
Platform as a Service (PaaS)
Infrastructure as a Service (IaaS) 

Software as a Service (SaaS)
In a cloud computing SaaS is software that is owned, delivered and managed by one or more providers and 

that is offered in a pay-per-use manner [18]. SaaS in simple terms can be defined as “Software deployed as a hosted 
service and accessed over the Internet” [19] .SaaS can provide scalability and shifts burdens from subscribers to 
providers, resulting in a large number of opportunities for more efficiency and performance. The typical user of a 
SaaS offering usually has neither knowledge nor control about the underlying infrastructure [20].

Platform as a Service (PaaS)
This type of cloud computing provides development and deployment environment as a service. The 

consumer can use the mediator’s equipment for the development of his own programs and deliver them to the users 
through Internet and servers. The consumer can control the applications that run, but cannot control the operating 
system, hardware or network on which they are running.

Infrastructure as a Service (IaaS) 
In this Physical infrastructure is abstracted to provide computing, storage, and networking as a service for 

avoiding the expenses and requirement for dedicated systems. Infrastructure as a service delivers a platform 
virtualization outsourced service. 
Benefits 
Cloud Computing have various advantages. Some of them are as follows: 
· Application can be accessed as utilities, over the Internet.
· Applications can be configured and manipulated at anytime and anywhere.
· There is no need to install a specific piece of software to manipulate or access cloud applications. 
· Cloud Computing provides online development and deployment tools and runtime environment by Platform 

as a Service model. 
· Cloud Computing provides on-demand self-service. The resources can be used without direct interaction with 

the cloud service providers. 
· Cloud Computing is very cost effective as it just requires an Internet connection. 
· Cloud Computing provides load balancing so that it is more reliable.

III. SECURITY CONSIDERATION IN CLOUD COMPUTING

In this section security consideration in cloud computing will be discussed. Some important keywords are secure 
Cloud systems, Cloud security, delivery models security, SPI security, SaaS security, Paas security, IaaS security, 
Cloud threats, and Cloud vulnerabilities. The cloud model provides three types of services [11, 15, 16].Before 
discussing the security challenges in Cloud Computing,
We have to understand the relationships and dependencies between these cloud service models [4]. PaaS and SaaS 
both are hosted on top of IaaS so that any flaws in IaaS will affect the security of both PaaS and SaaS services. As a 
matter of these deep dependencies, any attack to any cloud service layer may compromise the upper layers. 

A. Security issues in SaaS

SaaS provides application services on demand such as email, conferencing software, and business 
applications such as ERP, CRM, and SCM [17].The users of SaaS may have less control over security among the 
three delivery models in the cloud computing. The SaaS applications may raise some security concerns.

Security of Applications
The applications are mainly delivered via the Internet through a Web browser [10, 12]. However, 

vulnerabilities for the SaaS applications are created as a result of flaws in web applications. Attackers are using the 



web to compromise user’s computers. There may be more security issues, but it is a good start for securing web 
applications.

Multi-tenancy Applications
SaaS applications can be defined as maturity models that are specified by these characteristics: scalability, 

configurability, and multi-tenancy [17]. According to the first maturity model, each customer has his own 
customized software instance. This model also has some drawbacks, but security issues are not as bad as in the other 
models. In the second maturity model, each customer has different instances of the applications but all instances use 
the same application code. In the third model multi-tenancy is added, so all customers are served by single instance, 
but the risk of data leakage between these tenants is high. 

Security of Data
Security of data is a common for any technology, but it becomes a major challenge when SaaS users have 

to rely on their providers for proper security [10, 11].

B. Security issues in PaaS

PaaS provides facilitates for the deployment of cloud-based applications without the cost of buying and 
maintaining the underlying hardware and software layers [11]. Like SaaS and IaaS, PaaS also depends on a secure, 
reliable network and secure web browser. PaaS application security comprises two software layers: Security of the 
PaaS platform itself, and Security of customer applications deployed on a PaaS platform [8].

Relationships to Third-party 
PaaS does not only provide traditional programming languages, but also does third-party web services 

components. So that PaaS users have to depend on both the security of web-hosted development tools and third-
party services.

System Development Life Cycle
The speed at which applications will change in the cloud will affect both the System Development Life 

Cycle (SDLC) and security [10, 14]. So that Developers should keep in mind that PaaS applications must be 
upgraded frequently.

Security of infrastructure 
Because of developers do not have access to the layers, so providers are fully responsible for the security of 

underlying infrastructure.

C. Security issues in IaaS

Infrastructure as a service provides a pool of resources like servers, storage, networks, and other computing 
resources in the form of virtualized systems, which are accessed through the Internet [14].In IaaS, users of cloud 
have better control over the security compared to the other models but there should not be any security hole in the 
virtual machine monitor [11].  

D. Security and Privacy

Security and Privacy of information is the biggest challenge to cloud computing. Security and privacy issues can 
be overcome by employing encryption, security hardware and security applications.

IV.CONCLUSION

Cloud computing is dramatically changing the horizon of information technology and ultimately turns the utility 
computing into a reality. Cloud Computing is a relatively new concept that presents a good number of benefits. It is 
a combination of several key technologies that have evolved and matured over the years. It also has a potential for 
cost savings to the enterprises but the security risk are also enormous. Since Cloud Computing is a combination of 
many technologies, so that it inherits their security issues too.

In our paper, we have presented an overview or analysis of cloud computing and focused on the various types of 
models for cloud. We also discuss some benefits of cloud computing. In the next section we describe the security 



issues in SPI model of cloud with some subsections .we believe our paper will provide a better understanding of the 
cloud computing and different security issues, thereby bolstering further research in this arena.
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