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Abstract- Cryptography and steganography are the two popular methods available to provide security for
communication. Cryptography is a type of Steganography, but are very different from each other. Steganography is a
method of hiding secret messages in a cover objects for example digital images, audio, video or TCP/IP header file,
while communication takes place between sender and receiver. In the same way cryptography is a technique of
encrypting messages on an open environment, so that only subjected person receives the message. In this paper, a
review report is presented for combining both the techniques.
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I.

INTRODUCTION

A lot of work has been done for encrypting messages as well as for hiding presence of information, but it can
provide enough security, if we can implement both the techniques together. Alone, they cannot provide
sufficient security. If we simply use steganography it will be security by obscurity, if anyone suspects
information, it can be detected. So we need to work on a method, through which we can implement secure
steganography.

Fig: A model depicting combination of steganography and cryptography

II. SURVEY OF LITERATURE
Information sharing through open channel has come up fast and in the same way requirement of information
security has drastically changed. Many techniques have come up and each of them has some positives and
negative. Cryptography and steganography are the two common and popular methods provided for information
security. Steganography is a type of cryptography, but are quite different from each other. Steganography is a
method of hiding secret messages in a cover object while communication takes place between sender and
receiver. Security of confidential information has always been a major issue from the past times to the present
time. It has always been an interesting topic for developers to develop secure techniques to send data without
revealing it to anyone other than the receiver. Hence many developers have come up with the techniques to fulfil
secure transfer of data and steganography is one of them.
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III. MAIN CONCEPTS OF STEGANOGRAPHIC SYSTEMS
Steganographic systems rely on common principle explained as follows.
A stego file is a combination of cover file and hidden message in the cover file. The Objective here is to make
our message unpredictable by intruder that there is a message inside. The sender will send a secret message to
the recipient, so he will select a cover file. Later, receiver will take the object file out from cover and will use a
stego key known as password. Stego key should be created such that neither computer not a human being can
determine that there is a file inside.
It is kerchoff’s principle, on which the whole stego systems rely. It states that stego system should be open for
all, it should be the only key, which remains secret, so even if you have message, but does not have stego key,
then that message will be of no use to you. This is the application, this projects move around. This is call secure
steganographic systems. In the beginning only the transmitter and the intended recipient should have the stego
key. Therefore, most of steganographic systems prompt users to provide a stego key or password when they try
to embed information in a cover file. It is possible attackers can detect a hidden message in a stego file and
determine how the message was embedded, but they are unable to extract the hidden message. Therefore the
total strength of the system depends on how strong our key is.
Cryptanalysis: While designing the stego system, it is important to that we consider the skill sets of attackers.
Generally attacker are highly skilled and experienced programmers. So it is only our key which can protect the
message from hijacked.
IV. TECHNIQUES FOR STEGANOGRAPHY

1. Spatial Domain Methods: In this technique the secret information is embedded directly in the intensity of
pixels i.e. Pixel values of the image are changed directly during hiding data. This technique is classified into
following categories:
i) Least significant bit (LSB)
ii) Pixel value differencing (PVD)
iii) Edges based data embedding method (EBE)
iv) Random pixel embedding method (RPE)
v) Mapping pixel to hidden data method
vi) Labelling or connectivity method
vii) Pixel intensity based
i) LSB: LSB is the most common technique used for hiding data. Data is implemented by replacing the least
significant bits of image pixels with the bits of secret data. Final image is almost similar to the earlier image, as
change in LSB of the image does not affect the basic properties and looks of image.
ii) BPCP: In this method, complexity of image are used to determine the noisy factor, then these blocks of
noise bit plan are replaced by the binary patterns mapped from a secret data. So noise factor is determined from
image complexity, in reverse noise factor will not bring any change in appearance of image.
ii) PVD: In this method, two consecutive pixels are selected for embedding the data. Whether the two pixels are
from smooth area or curved area, is determined. This is done by calculating the difference of two regular pixels.
2. Spread Spectrum Technique: This technique is widely used in military. Data is spread over a wide spectrum
of noise. The number of bits of data must be small to detect the presence of data. Spectrum is wide, so after
removing information from spectrum loads of information could be left in the spectrum. Thus it is a robust
technique as it is difficult to remove the data completely without entirely destroying the cover.
3. Statistical Technique This technique utilizes the characteristics of the cover file. It is divided in to blocks.
Then bit by bit messages are inserted into these blocks. This transmission is done at basic level of storage of file.
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If the message contains a 1 then bit is inserted into block, if there is zero block is left blank. So quiet hard to
break.
4. Transform Domain Technique: In this technique, frequency domain of the cover object is used to transform
the original message. This is quiet complex and rare usage but this one is the most secured also as it is very
difficult to decode it, per frequency. There are many techniques as
i) Discrete Fourier transformation technique (DFT)
ii) Discrete cosine transformation technique (DCT)
iii) Discrete Wavelet transformation technique (DWT)
iv) Lossless or reversible method (DCT)
iv) Embedding in coefficient bits
5. Distortion Techniques: This method is about distorting the message. A sequence of changes is applied and
these changes are recorded sequence wise. The receiver should have knowledge about these distortions and the
changes. And then at receiver these distortions are carried in reverse order and the real message could be
retrieved.
6. Masking and Filtering: This method is basically used for 24-bit and grey scale images. These techniques hide
information by marking an image. Steganography only hides the information whereas watermarks becomes a
portion of the image. These techniques inserts the information in the more significant areas rather than hiding it
into the noise level. This technique is more trustworthy, because watermarks are much inserted into image. This
method is generally used for 24-bit and grey scale images.
V. OBJECTIVES
This paper focuses on combining the strength of cryptography and steganography, and how information could
be encrypted and hided. Sequence of operation matters while combining both the operations, because first
presence of information should be hided, and if broken it will be further secured by encrypted message. But it
also depends on the type of information and security method. Also size of carrier data is important.
VI. WORK
In this paper we propose a technique of combining cryptography and steganography to solve the problem of
unauthorized data access. Steganography also can be implemented to cryptographic data so that it increases the
security of data. In this method we first encrypt a message. The combination of these two methods will enhance
the security of the data embedded and will satisfy the requirements such as capacity, security and robustness for
secure data transmission over an open channel. Furthermore, if an attacker were to defeat the steganographic
technique to detect the message from the stego-object, he would still require the cryptographic method to
decipher the encrypted message. The intended receiver should be able to recover the embedded data
successfully, without any errors
Factors affecting the process of combining
1. Robustness: Robustness refers to the property that data will remain intact even after going many
transformation like encrypting and decrypting, cropping or decimation, sharpening or blurring of
spectrum, adding random noise, linear and non-linear filtering, scaling and rotations or loss
compression.
2. Imperceptibility: The algorithm should be strong enough so that it can go un-noticed by a human eye.
If anybody notices any difference in the image then the main aim of stego-object goes to failure.
Although encrypted message will be there to protect it but even then steganography aim will be
compromised.
3. Payload Capacity: It is important that we consider what size can be transmitted without being noticed,
because first stego file will be created and then cryptography will be applied, so size may increase in
large figure, so enough of space should be provided.
4. PSNR (Peak Signal to Noise Ratio): PSNR is used to measure the quality of steganography by
measuring the difference between the original and a compressed image. PSNR is the ratio between the
maximum possible power of a signal and the power of corrupting the message with the noise that
affects the identification of message. AS much high the value of PSNR, will be, message embedded
will harder to detect.
5. MSE (Mean Square Error): For an efficient system we should get low MSE. Mean Squared Error is the
value of average squared difference between a reference image and a distorted image. It is computed
pixel-by-pixel by sequencing up the squared differences of all the pixels and dividing by the total pixel
count.
6. SNR (Signal to Noise Ratio): It compares the level of a desired signal to the level of background noise
and is known as the ratio of signal power to the noise power.
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7.

8.

NCC (Normalized Cross-Correlation): Normalized cross-correlation is a template matching technique,
and is used to determine the alignment of images. Templates are matched in a particular pattern in the
image to take out the message.
BER (Bit Error Rate): Bit error ratio (BER) is the count of bit errors divided by the total number of
transferred bits while an observed time interval.

VII. APPLICATIONS OF SECURE STEGANOGRAPHY
Data protection from alteration
Electronic transactions
Secret data and confidential information sharing
Mobile banking
Against fraudulent behaviors
VIII.
CONCLUSION
Digitized communication has a vast scope and great future, because new algorithms will be discovered and will
be broken. After studying many research papers published so far it has been realized that most of the work on
steganography has been done after 2012. In the future we will see more combined versions of steganography and
cryptography, for providing harder security.
Future aspects
This thesis has a vast scope of further combinations and analysis. There is vast scope of studying for particular
type of images and for developing technique for transferring large messages. Also in future, need to work on the
efficiency of the algorithm designed.
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