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Abstract – Network Security has become imperative in the contemporary scenario and subsequently an assortment of 
modus operandi is espoused to evade it. Network administrators need to adhere with latest advancement in both 
hardware and software field to prevent user data from malicious intrusions. The formulated paper outlines a 
cryptographic algorithm based on elements of Reactive Series and RNA Codons employing the identical concept amid its 
functionality. An amalgamation would endow with a proficient and prearranged approach of amassing data with 
stringent security modus operandi, with effective deployment of all obtainable space. The incorporation of the novel 
cryptographic algorithm would ensure performance enhancement in course of action. The pertinent employment of the 
formulated work is ensured in a variety of organizations where accrual of cosseted data is of extreme enormity. 
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I. INTRODUCTION 
 

The concept of ideal confidentiality has been prevalent since the 1950s and the modus operandi of encrypting data is 
quite highly accepted, when the notion of security implementation comes at its premier standards. Nevertheless, 
over the years, the modus operandi to engender the Seed employed in such encryption techniques has only 
diversified with the endeavour of making a move towards a much more robust technique, to say the least. The 
proposed cryptographic algorithm is classified as a Stream Cipher algorithm, as the Seed is applied to apiece 
character at a time. The concept of Reactive Elements according to the Reactivity Series is applied in the proposed 
algorithm. Furthermore, the paper guides with the mechanism in which the appliance have been ensured in a part by 
part basis, for utmost ease in understanding. It is imperative to employ a dynamic Seed to ascertain ideal 
confidentiality. It would be effectual to say that the entire paper covers the prime aspect established in conceptual 
juncture and meets economic feasibility, viability as well as scalability. 
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II. PROPOSED ALGORITHM 
For utmost ease of understanding, the entire flowchart of the proposed work is stated below: 
 

 
 
 

Figure–1: Flowchart of Entire Work 
 
 
 
 
 
 
 
 
 

A.  Encryption –  
At the very first inception, considering the plain text to be “Test@1234” 
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Character ASCII Value 

T 01010100 
e 01100101 
s 01110011 
t 01110100 

@ 01000000 
1 00000001 
2 00000010 
3 00000011 
4 00000100 

 

 

ASCII Value 2’s Complement 

01010100 10101100 
01100101 10011011 
01110011 10001101 
01110100 10001100 
01000000 11000000 
00000001 11111111 
00000010 11111110 
00000011 11111101 
00000100 11010110 

 
Step 1: Apiece character of the plain text is converted to its 
corresponding 8-bit ASCII Value. 

 

 
Step 2: Apiece 8-bit ASCII Value is operated  
with 2’s Complement. 

 

8-bit ASCII  4-bit Grouping 

10101100 1010        1100 
10011011 1001        1011 
10001101 1000        1100 
10001100 1000        1100 
11000000 1100        0000 
11111111 1111        1111 
11111110 1111        1110 
11111101 1111        1101 
11010110 1101        0110 

 

4-bit Groups 1’s Complement 

1010    1100 0101    0011 
1001    1011 0110    0100 
1000    1100 0111    0010 
1000    1100 0111    0011 
1100    0000 0011    1111 
1111    1111 0000    0000 
1111    1110 0000    0001 
1111    1101 0000    0010 
1101    0110 0010    1001 

 

 
Step 3: Grouping of 4 bits of segments is ensured. 
 

 
Step 4: 1’s Complement operation is performed. 
 

4-bit Groups 2-bit Grouping 

0101    0011 01  01  00  11 
0110    0100 01  10  01  00 
0111    0010 01  11  00  10 
0111    0011 01  11  00  11 
0011    1111 00  11  11  11 
0000    0000 00  00  00  00 
0000    0001 00  00  00  01 
0000    0010 00  00  00  10 
0010    1001 00  10  10  01 

 

 

2-bit Groups 1’s Complement 

01  01  00  11 10  10  11  00 
01  10  01  00 10  01  10  11 
01  11  00  10 10  00  11  01 
01  11  00  11 10  00  11  00 
00  11  11  11 11  00  00  00 
00  00  00  00 11  11  11  11 
00  00  00  0 1 11  11  11  10 
00  00  00  10 11  11  11  01 
00  10  10  01 11  01  01  10 

 
Step 5: Segments of 2 bit Grouping is ensured. 
 
 
 
 
 
 
 
 
 
 
 
 

 
Step 6: Operation of 1’s Complement is ensured 
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2-bit Groups Amino Acids 

10  10  11  00 C  C  A  U 
10  01  10  11 C  G  C   A 
10  00  11  01 C  U  A  G 
10  00  11  00 C  U  A  U 
11  00  00  00 A  U  U  U 
11  11  11  11 A  A  A  A 
11  11  11  10 A  A  A  C 
11  11  11  01 A  A  A  G 
11  01  01  10 A  G  G  C 

 

Original Value Reversed Value 

C  C  A  U U  A  C  C 
C  G  C  A A  C  G  C 
C  U  A   G G  A  U  C 
C  U  A  U U  A  U C 
A U  U  U U  U  U  A 
A  A  A  A A  A  A  A 
A  A   A  C C A  A   A 
A  A  A  G G  A  A  A 
A  G  G  C C  G  G  A 

 

 
Step 7: Apiece 2-bit segments are assigned to Amino 
Acids U G C A, as stated below: 

00 – U         01 – G       10 – C    11 – A 
 

 
Step 8: Reverse String operation is performed. 

 

Hence, ignoring the last and the first bit simultaneously and considering the rest 3 bits for referring to the Codon 
Table until all segments are employed, is ensured. 
 

 
 

Figure–2: Codon Table 
 

Amino Acids Codons 

U  A  C  C t  y  r  C 
A  C  G  C A  a  r  g 
G  A  U  C a  s  p  C 
U  A  U C U  i  l  e 
U  U  U  A p  h  e   A 
A  A  A  A A  l  y  s 
C A  A   A g  l  n   A 
G  A  A  A G  l  y  s 
C  G  G  A a  r  g  A 

 

Codons Decimal ASCII 

t  y  r  C 11612111467 
A  a  r  g 6597114103 
a  s  p  C 9711511299 
U  i  l  e 85105108101 

p  h  e   A 11210410165 
A  l  y  s 65108121115 
g  l  n   A 10310811065 
G  l  y  s 71108121115 
a  r  g  A 9711410365 
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Step 9: For apiece character, the decimal ASCII Value is considered Step 10: Replacing apiece decimal number with its corresponding 
elements, in accordance to the Reactivity Series.    
              (Considering only those 10 elements which are more reactive 
than Hydrogen, inclusive) 
 
 

 

Numeric Value Corresponding 
Element 

0 K 
1 Na 
2 Ca 
3 Mg 
4 Al 
5 Zn 
6 Fe 
7 Sn 
8 Pb 
9 H 

 

Decimal ASCII Element Segments 

11612111467 NaNaFeNaCaNaNaNaAlFeSn 
6597114103 FeZnHSnNaNaAlNaKMg 
9711511299 HSnNaNaZnNaNaCaHH 
85105108101 PbZnNaKZnNaKPbNaKNa 
11210410165 NaNaCaNaKAlNaKNaFeZn 
65108121115 FeZnNaKPbNaCaNaNaNaZn 
10310811065 NaKMgNaKPbNaNaKFeZn 
71108121115 SnNaNaKPbNaCaNaNaNaZn 
9711410365 HSnNaNaAlNaKMgFeZn 

 

 
Hence, the cipher would be – 
 
NaNaFeNaCaNaNaNaAlFeSnFeZnHSnNaNaAlNaKMgHSnNaNaZnNaNaCaHHPbZnNaKZnNaKPbNaKNaNaNa
CaNaKAlNaKNaFeZnFeZnNaKPbNaCaNaNaNaZnNaKMgNaKPbNaNaKFeZnSnNaNaKPbNaCaNaNaNaZnHSn
NaNaAlNaKMgFeZn 
 
As the length of the cipher is too long, the repeated elements are added, as stated below: 
 
2NaFeCa3NaAlFeSnFeZnHSn2NaAlNaKMgHSn2NaZn2NaCa2HPbZnNaKZnNaKPbNaK3NaCaNaKAlNaKNaFe
ZnFeNaKPbNaCa3NaZnNaKMgNaKPb2NaKFeZnSn2NaKPbNaCa3NaZnHSn2NaAlNaKMgFeZn 
 
 

B. Decryption – 
 
For decryption purpose, the reverse order operations of the proposed algorithm is ensured and operated to fetch the 
plain text from the cipher text. 
 

III. CONCLUSION 
 
Whenever the term safety comes in intellect and initiative, security is synonymous, but from time to time 
implementing security mechanism(s) like cryptographic techniques, biometric methods, genetic algorithm, quick 
response code mechanisms, etc. has not only been sturdy but cost constrained as well. The design, implementation 
and incorporation of the cryptographic algorithm are the core of the conferred security amid predicament at bay like 
malicious intrusions. The proposed algorithm ensures the secured transmission modus operandi and thereby 
diminution in access time. The formulation of the paper ensures deliberations as well as elucidation on how the 
security methodology could be implemented and incorporated, employing an innovative cryptographic modus 
operandi. 
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