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Abstract-Erasure codes is Error Correction scheme that converts data into codes .It is used primarily in distributed 

storage system for the failure of disks and its recovery. For a set of „n‟ data symbols you can have anywhere from 1 to „k‟ 

erasure codes generated. The value of „k‟ determines how many failures can be tolerated while still ensuring that no data 

is lost. Erasure codes are extended version of RAID 6 operation, which is supported through 4 input block descriptor. A 

study of throughput for raid engine supports Erasure codes for max 10 input buffers and 6 output buffers is optimal. 

Difference between RAID 6 and erasure code is that Raid 6 has 2 output parities and max 4 input sources whereas the 

erasure codes has 6 output parities and max 10 input sources. Erasure code is generated in turn using Galois Field (GF) 

Polynomial Multiplier equation of x8+x4+x3+x2+1and this gives us a prime polynomial of 0x11d. A fully symmetric 

erasure code allows for as many erasure tokens as data tokens. A “10 of 16” erasure code is synthesized using cadence 

RTL compiler for RAID system.  
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I. INTRODUCTION 

Distributed storage systems represent the backbone of many cloud applications. They span geographically diverse 

regions in order to serve content to end users with high availability and low latency. The first property, high 

availability is achieved through redundancy. To that end, distributed storage systems either replicate data across 

multiple sites or use more elaborate approaches such as erasure coding [1]. A design for sufficient large redundant 

information in the transmission stream and for the receiver to allow the recover to rebuild the data, even when 

multiple packets are lost or corrupted in transmission. When applied to data protection, an erasure code takes a 

relatively large data block and mathematically manipulates it to create multiple smaller encoded blocks to allow the 

decoding process to recover the data from a partial set of encoded blocks. And it strips large information to create 

multiple smaller encoded blocks, hence allowing recovery or rebuilding of data at lower time and improving CPU‟s 

throughput. A system administrator can define two parameters based on the algorithm are (1) number of encodes 

blocks to be created (2) minimum number of encoded blocks that will be required to reassemble the data. Main 

criteria for storage system is to not to lose data when failure happens. Failures do vary from range block in sectors 

are corrupted; sectors are corrupted in disks or the whole disk been corrupted and unusable. The storage components 

themselves are protected from certain types of failures. However, when too many bits are flipped, or when physical 

components fail, the storage system sees this as an erasure: the storage is gone. A typical approach for distributed 

storage is to provide consistency in data if failures of disk because of concurrent access of disk. Also considering 

getting good performance with ever scaling of client requirement for storage at low cost. To overcome these 

difficulties are clearly understood and few are addressed for replication-based storage. Different schemes of erasure 

code are proposed and tried to implement into our approach [2][3].Erasure Code uses Reed Solomon code for the 

implementation of correcting codes. 

Erasure code is an error-correcting code, which used to detect and correct errors in turn implements its coding using 

Reed Solomon code. Erasure codes incorporate redundancy in data „by providing „k‟ number of disk recovery as per 

design specifications. With this redundancy, larger “k” number of disks and rebuilding time in case of recovery will 

be more. It provides an additional payload to the throughput of the controller. When recovering the data in case of 

failure, a decoder in the controller first determines whether the received message is valid or not is error detection. 

Once any error is detected, the decoder provides a valid message to the controller where controller can try to recover 

using RAID technique or using Erasure code depending on the implementation. Number of corrupted words should 

not exceed a specific range if the corrupted message was able to transmit across storage systems. Thus, the decoder 

performs error correction. The number of errors the code can correct depends on the amount of redundancy added 

[4]. 

An Erasure code is a block code generally designated as (n, k) with n is number of input data to be stored in disks 

and k is the number of error correcting code to be stored in the disks. Erasure codes are designed upon on Galois 

fields (GFs), also called finite fields. The rules of GF arithmetic are different from the usual arithmetic rules. For 
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instance, GFs are finite fields. To generate and decode RS code of m-bit symbols, an m-bit wide Galois field is used 

[5]. A GF is a closed set. Every operation, multiplication, division, addition and subtraction of values within the 

field always results in a value still in the field. Nice. No loss of precision so full reproduction of missing bits is 

possible. A GF uses a prime polynomial to generate the field. This prime polynomial is an equation that cannot be 

further reduced or factored; it‟s in its prime state. For example x2+4x+2 can be factored to (x+2) (x+2).  A prime 

polynomial cannot be factored in this way. There is prime polynomials for GF widths of any power of 2-field size. 

We choose a prime polynomial of factor 3 as that gives us a byte wide representation. The hex representation of the 

prime polynomial is the bit positions for each non-zero bit in the equation. We choose an equation of 

x8+x4+x3+x2+1 and this gives us a prime polynomial of 0x11d. 

 

Table 1: Galois Field Default Primitive Polynomial 

Symbol Size ,m  Default Polynomial Decimal Form 

3 x3+x+1 11 

4 x4+x+1 19 

5 x5+x2+1 37 

6 x6+x+1 67 

7 x7+x3+1 137 

8 x8+x4+x3+x2+1 285 

       

Solving „n‟ equations for „n‟ unknowns is much easier to do when real numbers are involved. The matrix math used 

for the solution can often involve quite a few translations and those translations may need to employ fractions to get 

to the needed precision. We cannot do that here as we are trying to reproduce a single bit and it has no fractional 

component.  If we could then what we‟d do is to take the coefficients of the equations and apply a series of 

transactions such that we can solve for one variable, then use that variable to solve for the next and so on. The 

generation of erasure codes is simply linear algebra. If you have „n‟ unknowns then you need at least „n‟ equations 

to solve.  Erasure codes do this. For a set of „n‟ data symbols you can have anywhere from 1 to „n‟ erasure codes 

generated. The value of „n‟ determines how many failures can be tolerated while still insuring that no data is lost. A 

elaborated study of throughput was done on giving different input and output as given in Table 2. 

So when a “10 of 16” erasure code is discussed this means that there are 16 elements used to store 10 elements of 

data. The remaining 6 elements are the erasure codes. As there are 6 erasure codes then a 10 of 16 can tolerate up to 

6 failures at any given time. 

 

Table 2: Throughput details of various inputs Vs Output on Raid Controller. 

EC scheme 

 

6 of 12 8 of 10 10 of 12 10 of 14 10 of 16 10 of 18 10 of 20 

Engine Efficiency 0.25 0.87 0.63 0.31 0.21 0.16 1.13 

Throughput @all 3 

Engines (GB/s) 

1.73 4.62 4.33 2.17 1.44 1.08 0.87 

 

In storage industry, with the increase in single disk capacity with fairly constant per-bit error rate, the rate of disk 

failures increases [6] .Concluded that even a tiny disk failure might lead to a catastrophic failure in RAID system. In 

addition, among typical RAID systems, RAID-0 has a zero fault tolerance due to lack of redundancy. So 

implementations such as RAID-3 and RAID-5 was used to tolerate single disk failure [7]. However, with the 

increase in the number of disks in the storage system, the disk failure probability increases. Once a disk fails in a 

RAID system, there is a high probability of another disk failure in the same RAID system [8]. Thus, in a storage 

system with a large number of disks, RAID-5 is not sufficient for reliable storage [9].An (n,k) ECC is employed 

over a cluster once the data is stored across the nodes. This means that k data symbols from k nodes across the stripe 

are encoded to get n−k parity symbols that are stored across n−k nodes. 

Fault tolerance: Fault tolerance of an erasure code is defined as the number of simultaneous node failures that a DS 

system can tolerate. For a DS system that employs an (n,k) coding scheme, with minimum distance dmin, its fault 

tolerance is f = dmin −1 

Repair bandwidth: It is defined as the amount of information in bits that needs to be read from the DS system to 

repair a failed node [10]. More formally, for a DS system storing β symbols per node, the repair bandwidth, γ is 

defined as 
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γ = νβλ  

Where ν is the number of bits per symbols and λ is the total number of symbols read for the recovery of a failed 

symbol. DS systems having low repair bandwidth are preferable as they can repair faster. 

Complexity: The term complexity determines the amount of resource required for the completion of a task. This 

resource may be time, space, operations etc. In this thesis, this resource is the number of operations. Basic tasks such 

as addition and multiplications of symbols of size ν, require O(ν) and O(ν2) bit operations, respectively [11]. Here, 

we consider two aspects pertaining to complexity. The first being the encoding complexity, which is defined as the 

number of operations that needs to be performed to to obtain the parity symbols in each stripe. The second is the 

repair complexity, which is defined as the number of operations performed to repair a failed symbol. Complexity can 

be directly translated to hardware costs. Therefore, it is preferable for DS systems to have a low complexity ECC. 

 

II. DESIGN AND ALGORITHM 

RTL design does not have any operation of subtraction or addition. Instead of that, a XOR RTL engine was designed 

for addition and subtraction and are always done by simple XOR of two operands together. Values generated are 

updated into some translation tables, so that we can represent any byte wide value as a field value. With the field 

values, we add some additional properties to make things faster and easier. Multiplication and division are a little 

more difficult. Since we can‟t allow for overflow we use the fact that A * B can be done by taking the log of A, 

adding the log of B and then taking the inverse log of the product such that A * B = inverse log(log(A) + log(B)). So 

using the prime polynomial, we generate the log and inverse log tables. From the code, you can see that where the 

log and inverse log tables swap index and value.  

 

Pseudo code implementation of GF Multiplier for the polynomial x8+x4+x3+x2+1 as shown below 

void create_log_tables() { 

    int b, log; 

    int pp = 0x11d; 

    int x_to_w; 

 

    /* Max value is 255, wrap around when we get there. */ 

    x_to_w = 256; 

    b = 1; 

    for (log = 0; log < x_to_w-1; log++) { 

        gflog[b] = (uint8_t) log; 

        gfilog[log] = (uint8_t) b; 

        b = b << 1; 

        if (b & x_to_w) 

            b = b ^ pp; 

    } 

} 

 
Figure 1: Execution result of Cadence IES Simulator for GF Multiplier 
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Figure 2: GF Multiplier Simulated results. 

 

Figure 1 indicates execution output of VHDL code using cadence IES simulator. Figure 2 indicates output of GF 

multiplier by giving 8 input to XOR engine register with primitive polynomial. The creation of erasure codes 

consists of multiplying data elements by coefficients and then XOR‟ing those products together to create an erasure 

code word. The equation for the erasure codes 

ec0 = (g00 d0)  (g01 d1) (g02 d2)  … (g09 d9) 

ec1 = (g10 d0)  (g11 d1) (g12 d2)  … (g19 d9) 

ec2 = (g20 d0)  (g21 d1) (g22 d2)  … (g29 d9) 

ec3 = (g30 d0)  (g31 d1) (g32 d2)  … (g39 d9) 

ec4 = (g40 d0)  (g41 d1) (g42 d2)  … (g49 d9) 

ec5 = (g50 d0)  (g51 d1) (g52 d2)  … (g59 d9) 

 

 

 : XOR operation 

g‟xy‟ : GF co-efficient 

 
Figure 3: Block Diagram of Erasure code 



International Journal of Innovations in Engineering and Technology (IJIET) 

http://dx.doi.org/10.21172/ijiet.102.05 

Volume 10 Issue 2 May 2018 033 ISSN: 2319-1058 

 
Figure 4: Erasure Code Simulated Results 

 

III. CONCLUSION 

RTL design for the erasure code is designed according to Figure 3 with input data pattern is given to ADG Block 

(GF Multiplier primitive polynomial [x8+x4+x3+x2+1]). An output of ADG block is XOR Block with 8 bit zeroes 

and saved into Input Register Buffer. Next input data is multiplied and the output is given to XOR Block to generate 

intermediate erasure code. At 2nd iteration, with next input data pattern is multiplied by ADG block and product 

generated is XOR with intermediate erasure code. In our method, same procedure repeated for 9th iteration for 10 

data input, a  single erasure code is generated.  And with different sequence of different GF coefficient for 6 

iteration, 6 erasure code is generated for same 10 input data pattern. A GF multiplier of 128 bit is generated and each 

GF coefficient is selected according to input data pattern selection algorithm to generate a unique erasure code. A 

"10-16" erasure code is verified with simulated results for 10 input data passed through our RTL module block. 
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